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Abstract

Reinforcement Learning from Human Feedback
(RLHF) has become the dominant paradigm for
aligning large language models with human pref-
erences. However, RLHF relies on crowdsourced
preference data, which is vulnerable to sybil at-
tacks, where a single adversary controls multiple
annotator identities to manipulate the learned re-
ward function. We present the first formal frame-
work for defending RLHF preference aggrega-
tion against sybil attacks. We define novel sybil-
safety and sybil-liveness properties for reward
learning, adapting concepts from sybil-resilient
social choice theory. We prove that standard
Bradley-Terry estimation is not sybil-safe, then
propose Status-Quo Anchored Bradley-Terry (SQ-
BT), which achieves a provable safety bound of
g(o,k) = O(o/(1 — o + k)) where o is the
sybil penetration rate and k is the anchor strength.
We also prove a tight safety-liveness tradeoff:
e-7 > 0%/(1 —0)?for o < 1/2. Our exper-
iments on the HH-RLHF dataset reveal a funda-
mental safety-liveness tradeoff: while standard
BT achieves higher absolute ranking correlation,
SQ-BT degrades 16% more slowly under attack
(26.8% vs 31.8% degradation from ¢ = 0.10 to
o = 0.50), with the gap between mechanisms
shrinking as attack intensity increases.

1. Introduction

Reinforcement Learning from Human Feedback (RLHF)
has emerged as the dominant approach for aligning large
language models with human preferences (Ziegler et al.,
2019; Ouyang et al., 2022). The success of systems like
ChatGPT and Claude depends critically on learning accurate
reward models from human preference data. However, this
preference data is typically collected through crowdsourcing
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platforms like Amazon Mechanical Turk, which are known
to be vulnerable to sybil attacks, where a single adversary
creates multiple fake accounts to amplify their influence
(Difallah et al., 2012).

Recent studies reveal the alarming scale of this vulnerabil-
ity. Wang et al. (2025) document that 33-56% of MTurk
accounts may be controlled by a small number of individ-
uals. Huang et al. (2025) demonstrate that voting-based
leaderboards like Chatbot Arena can be manipulated with
as few as 1,000 coordinated votes. Yet despite these doc-
umented threats, no existing RLHF framework provides
formal guarantees against sybil attacks.

This Paper. We present the first formal treatment of sybil
attacks on RLHF preference aggregation. Our contributions
are:

1. Novel Definitions. We define sybil-safety and sybil-
liveness for reward learning, adapting concepts from
sybil-resilient social choice theory (Shahaf et al.,
2019).

2. Vulnerability Analysis. We prove that standard
Bradley-Terry MLE is not sybil-safe: an adversary
controlling ¢ fraction of annotators can arbitrarily ma-
nipulate the learned reward function as ¢ — 1 (Theo-
rem 4.1).

3. Defense Mechanism. We propose Status-Quo An-
chored Bradley-Terry (SQ-BT), which achieves a prov-
able safety bound (0, k) = O(o/(1 — 0 + k)) and
liveness bound 7(o, k) = O((0 + k) /(1 — o)) (Theo-
rems 4.2, 4.3).

4. Empirical Characterization of the Safety-Liveness
Tradeoff. Experiments on the Anthropic HH-RLHF
dataset (161K preference pairs) reveal that SQ-BT’s
provable safety bounds come at a liveness cost: while
standard BT achieves higher absolute ranking correla-
tion, SQ-BT degrades 16% more slowly under attack,
validating our theoretical tradeoff characterization.

Key Finding: The Fundamental Tradeoff. Our most
important insight is that sybil-resilience in preference ag-
gregation involves an inherent tradeoff. Mechanisms that
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anchor to a reference reward (like SQ-BT) gain provable
bounds on adversarial manipulation but sacrifice respon-
siveness to genuine preference data. This tradeoff is not
a limitation of our specific mechanism; it is fundamental
to the problem. Our experiments empirically validate this:
SQ-BT provides more graceful degradation under attack
(26.8% vs 31.8% degradation from o = 0.10 to o = 0.50)
but at the cost of lower baseline performance.

Our work bridges two disconnected literatures, sybil-
resilient social choice and RLHF robustness, providing both
theoretical foundations and empirical insights for under-
standing adversarial threats to Al alignment.

2. Related Work

RLHF and Preference Learning. RLHF trains reward
models from human preference data using the Bradley-Terry
model (Bradley & Terry, 1952) to convert pairwise compar-
isons to scalar rewards. Christiano et al. (2017) pioneered
deep RL from human preferences, Ziegler et al. (2019) in-
troduced this approach for language model fine-tuning, and
Stiennon et al. (2020); Ouyang et al. (2022) scaled it to sum-
marization and InstructGPT. Direct Preference Optimization
(Rafailov et al., 2023) bypasses reward modeling entirely
by optimizing preferences directly, while PPO (Schulman
et al., 2017) remains the dominant policy optimization al-
gorithm. Constitutional Al (Bai et al., 2022b) reduces re-
liance on human feedback by using Al-generated critiques,
while KTO (Ethayarajh et al., 2024) avoids pairwise com-
parisons entirely by using binary desirability signals. Re-
cent work explores connections between RLHF and social
choice theory (Ge et al., 2024; Siththaranjan et al., 2024).
Sun et al. (2024) provide theoretical foundations for BT
models, noting limitations including inability to capture
non-transitive preferences. Gao et al. (2023) characterize
reward model overoptimization, showing how optimizing
against imperfect rewards degrades performance. We build
on these connections to import sybil-resilience concepts
from social choice.

Adversarial Attacks on RLHF. Several works study ro-
bustness of RLHF to various attacks. Reward hacking
(Skalse et al., 2022) occurs when the policy exploits flaws
in the learned reward. Data poisoning attacks (Rando &
Tramer, 2023) inject malicious examples to change model
behavior. Most relevant to our work, Wang et al. (2024)
propose RLHFPoison, where adversarial annotators flip
preference rankings to manipulate reward models, demon-
strating that 3—5% poisoning can significantly alter model
behavior. Unlike their uncoordinated preference flipping,
we study coordinated sybil attacks where adversaries con-
trol multiple identities to amplify influence. Haider et al.
(2025) propose consensus-based reward to defend against

temporal collusion. Kleine Buening et al. (2025) prove im-
possibility results for strategyproof RLHF from the Gibbard-
Satterthwaite theorem (Gibbard, 1973), but do not consider
sybil attackers who multiply identities.

Sybil-Resilient Social Choice. The sybil attack was for-
malized by Douceur (2002), with early defenses like Sybil-
Guard (Yu et al., 2006) using social network structure.
Shahaf et al. (2019) introduced the formal study of sybil-
resilient voting, defining safety (sybils cannot change out-
come) and liveness (genuine voters can still influence). They
propose Reality-Aware mechanisms that anchor to a status
quo. Meir et al. (2022) extend these results to low-turnout
settings with refined theoretical bounds. Our safety-liveness
tradeoff (Theorem 4.4) is analogous to Arrow’s impossi-
bility theorem (Arrow, 1950) in social choice theory: both
establish fundamental constraints on aggregation. Arrow’s
theorem constrains fair aggregation of diverse preferences;
ours constrains robust aggregation under adversarial manipu-
lation. We adapt the sybil-resilient framework to preference
learning, where outcomes are continuous reward functions
rather than discrete choices.

Robust Aggregation Mechanisms. Byzantine-robust ag-
gregation in federated learning uses mechanisms like Krum
(Blanchard et al., 2017), trimmed mean, and coordinate-wise
median to handle adversarial participants. These methods
assume fixed participant sets and defend against arbitrary
malicious updates. In contrast, sybil attacks involve identity
multiplication: the adversary creates fake accounts rather
than sending malicious updates from fixed accounts. This
requires mechanisms like SQ-BT that anchor to a reference
rather than simply filtering outliers, since outlier detection
cannot prevent an adversary from creating many ‘“normal-
looking” sybil votes.

Crowdsourcing Quality. The crowdsourcing literature
has long studied annotation quality and fraud detection. The
Dawid-Skene model (Dawid & Skene, 1979) estimates anno-
tator reliability via EM, while Crowd-BT (Chen et al., 2013)
extends this to pairwise comparisons. Raykar et al. (2010)
provide a Bayesian framework for learning from crowds.
However, these methods assume independent noise rather
than coordinated attacks. Recent work documents severe
sybil problems: Wang et al. (2025) find 33-56% of MTurk
accounts may be puppets; Huang et al. (2025) demonstrate
that voting-based leaderboards can be manipulated with as
few as 1,000 coordinated votes. Our work provides the first
formal sybil-resilience guarantees for preference aggrega-
tion.
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3. Problem Formulation
3.1. Threat Model

We consider a platform collecting preference data for RLHF
from multiple annotators. Let Y = {y1,...,yn } be a set of
responses to be ranked.

¢ Genuine Annotators (G): ng humans providing hon-
est preference labels.

e Adversary (A): A single entity controlling ng sybil
accounts.

* Sybil Penetration Rate: 0 = ng/(ng + ng), the
fraction of sybils.

The adversary can provide coordinated preferences through
their sybil accounts but cannot modify the aggregation mech-
anism or directly access the model.

3.2. Bradley-Terry Model

The Bradley-Terry model (Bradley & Terry, 1952) assigns
each response y; a latent reward r; € R:

exp(r;)
exp(r;) + exp(r;)
where o is the sigmoid function. Given comparisons D =

{(Yay > Yo, » we) YL, where w; € {0, 1} indicates the winner,
MLE estimates:

P(y; =y |r) = =o(ri—rj) (1)

T
7 = arg mﬁxxz log P(wy | ra,,1p,) @)
t=1

3.3. Sybil-Safety and Sybil-Liveness

We adapt definitions from Shahaf et al. (2019) to the reward
learning setting.

Definition 3.1 (Sybil-Safety). A preference aggregation
mechanism M with reference reward 7ot is sybil-safe with
bound e(o) if, for any sybil attack with penetration o

||fM (Dpoisoned) - TrefHoo < 5(0) 3)

where 7 is the mechanism’s estimate from poisoned data.
For mechanisms without an explicit reference, we measure
deviation from a well-specified baseline (e.g., the MLE
on clean data). The key requirement is that adversarial
manipulation of the learned reward is bounded.

Definition 3.2 (Preference Margin). The preference margin
m for a pair (y;, y;) under genuine annotators is defined as:

1

m = Pgenuine(yi > yj) - 5 4

Thus m € [—1/2,1/2], with m > 0 indicating genuine
preference for y;, m < 0 for y;, and m = 0 indicating
indifference.

Definition 3.3 (Sybil-Liveness). A mechanism M is sybil-
live with threshold 7 (o) if: when genuine annotators prefer
y; over y; with margin m > 7(¢) (Definition 3.2), then the
mechanism preserves this preference: 7a7(y;) > 7ar(y;),
even under worst-case sybil attack with penetration o.

Intuitively, safety bounds adversarial manipulation of the
learned reward, while liveness ensures genuine preferences
with sufficient margin are reflected despite adversarial inter-
ference.

Definition 3.4 (Sybil-Resilient). Mechanism M is sybil-
resilient if it is both sybil-safe with e(c) — 0 and sybil-
live with 7(0) — 0 as o — 0. This ensures that as sybil
influence diminishes, both adversarial manipulation bounds
and required genuine margins vanish.

3.4. Status Quo in RLHF

Following Shahaf et al. (2019), our defense anchors to a
“status quo” reference reward r,¢¢. In the RLHF context, this
could be:

1. Uniform: r.¢(y;) = 0 for all responses (no prior
preference)

2. Quality Proxy: Based on response length or other
heuristics

3. Verified Reference: From a small set of trusted anno-
tations

4. Theoretical Analysis
4.1. Vulnerability of Standard Bradley-Terry

Theorem 4.1 (BT is Not Sybil-Safe). Standard Bradley-
Terry MLE is not sybil-safe. For any target reward function
Tadv, there exists a sybil strategy with penetration o such
that:

1—0

||7§BT_7aadv||oo:O( ) —0aso—1 (5

Proof Sketch. The BT log-likelihood decomposes as
L(r) = Lgenuine (1) + Lsybit (7). Since sybils contribute on
comparisons and genuine contribute (1 — o)n, the ratio of
gradients is V L1/ V Lgenuine = 0/(1 — o). For o > 0.5,
sybil preferences dominate the MLE. The constructive at-
tack has sybils vote according to r,qy, shifting the optimum.
Full proof in Appendix A. O

4.2. Status-Quo Anchored Bradley-Terry

We propose SQ-BT, which adds virtual preferences support-
ing a reference 7yef:
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Algorithm 1 Status-Quo Anchored Bradley-Terry (SQ-BT)

Require: Comparisons D, reference reward r,.¢, anchor
strength k
Dvirtual — (Z)
for each pair (y;, y;) appearing in D do
if 7rer (Yi) > et (y;) then
Add k virtual comparisons (y; > ¥;) t0 Dyiral
end if
end for
Dcombined +~DuU Dvirlual
return BradleyTerryMLE(Dompined)

PRDIDHERN

Theorem 4.2 (SQ-BT Safety Bound). SQ-BT with anchor
strength k is sybil-safe with bound:
. o
||7"SQ - Tref”oo < C(AJL) : m (6)
where C(A,n) depends on the adversary strength A =
[7aay — Tret|| and problem dimension n. For fixed o < 1,
this scales as O(1/k) for large k.

Proof Sketch. The combined likelihood has three compo-
nents: Lsqg = Lgenuine + Lsybil + Lyirwal. The contribution
counts are: genuine = (1 — o)n, sybil = on, virtual = km
where m is the number of unique pairs (approximately n in
typical datasets).

Key insight: The virtual comparisons create preferences
according to 7..¢. At the MLE, gradient contributions must
balance: sybils push the solution away from 7, while
virtuals resist this deviation. The effective “resistance” from
virtual comparisons scales with kn, while the sybil “push”
scales with on. The genuine preferences contribute (1—o)n
comparisons that may align with or against 7.

In the worst case where sybils maximally oppose 7..f and
genuine preferences are neutral, the deviation satisfies:

an g

:C-
l—-0o+k

e<(C-

~ (1—0)n+kn M

The constant C' depends on the adversary strength A =
||7adv — 7vet || and the curvature of the likelihood. Empirically,
C € [5, 30] for typical settings. Full proof in Appendix A.

O

Theorem 4.3 (SQ-BT Liveness Bound). SQ-BT is sybil-live.
In the worst case (sybils and anchor both oppose genuine
preference):

o+ k
Twonvt(07 k) ~ CT : 1—o (8)
In the typical case (neutral anchor .ot = 0):
g
Ttypical(aa k) ~ C‘r : 1—o (9)

where C- =~ 0.3-0.4 empirically.

Proof Sketch. Consider a specific pair (y;,y;) where gen-
uine annotators prefer y; with margin m (Definition 3.2).
Let ¢ be the number of comparisons on this pair. Then:

* Genuine votes for y;: (1 —o)c- (1/2 +m)

* Genuine votes for y;: (1 —o)c- (1/2 —m)

* Sybil votes for y; (worst case): oc

* Virtual votes for y; (worst case, if 7ver(y;) > Trer(¥:)):

k

For the MLE to correctly rank y; > y;, votes for y; must
exceed votes for y;:

(I—=0)e(1/24+m) > (1 —0)c(1/2—m)+oc+k (10)

Simplifying: 2m(1 — o)c > oc + k, which gives m >

o/(2(1—-0))+k/(2(1 —0o)c).

For the bound to hold uniformly over all pairs (including

those with ¢ = 1):
o+k

2(1—o0)

m >

- T(U,k)20(0+k> (11)

1—0

The constant C; = 0.3-0.4 is determined empirically. Full
derivation in Appendix A. O

4.3. Safety-Liveness Tradeoff

Theorem 4.4 (Tight Tradeoff Characterization). For any
mechanism in the SQ-BT family with sybil penetration o <
1/2, the safety-liveness product satisfies:

0.2

1-0)

This bound is tight: equality is achieved at k = O (standard
Bradley-Terry).

e(o,k)-7(o,k) > (12)

Proof. Using the functional forms e = /(1 — 0 + k) and
7= (0 +k)/(1 — o), the product is:

o o+ k o(o+k)
. = (13)
l—o+k 1—-0 (1-0)1-0+k)
Taking the derivative with respect to k:
1-2
d o(o+ k) _ o o) )

dk |[(1—o0)1—0+k)] (1-0)1—-0+k)

For o < 1/2, this derivative is positive, so the minimum is
atk = 0:
g g 0'2

6(0—70)'7(0—70):1_0_'1_0_:<1_0_)2 (15)

which exactly equals the lower bound. Full proof in Ap-
pendix A. O
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Main Implication for SQ-BT: Within the SQ-BT mech-
anism family, no choice of anchor strength & can achieve
both perfect safety (¢ = 0) and perfect liveness (7 = 0)
when o > 0. The tight bound shows the minimum “cost” of
sybil presence is 02 /(1 — )2, achieved at k = 0.

4.4. Toward a General Impossibility Result

The tradeoff proven above is specific to the SQ-BT family.
A natural question is whether any preference aggregation
mechanism must face such a tradeoff. We conjecture this is
indeed the case:

Conjecture 4.5 (General Safety-Liveness Tradeoff). For
any deterministic preference aggregation mechanism M
that depends only on comparison outcomes (not annotator
identities), if M is sybil-safe with bound €(c’) and sybil-live
with threshold T(0), then:

5(0)4—7‘(0)29(100) (16)

forallo € (0,1/2].

Intuition: When the mechanism cannot distinguish sybil
comparisons from genuine ones (since identities are not
trusted), any signal the mechanism responds to can be mim-
icked by sybils. If the mechanism is highly responsive
(low 7), sybils can inject adversarial signal (high ¢). If the
mechanism is unresponsive to new data (low ¢), genuine
preferences require large margins (high 7).

Connection to Arrow’s Impossibility Theorem. Our
tradeoff result is analogous to Arrow’s celebrated impossi-
bility theorem in social choice theory (Arrow, 1950), which
shows no voting system can simultaneously satisfy unre-
stricted domain, Pareto efficiency, independence of irrele-
vant alternatives, and non-dictatorship. Similarly, we show
that no SQ-BT mechanism can simultaneously achieve per-
fect safety and perfect liveness under sybil attacks. Both
results establish fundamental constraints: Arrow’s on fair ag-
gregation of diverse preferences, ours on robust aggregation
under adversarial manipulation.

Practical Guidance: The restriction o < 1/2 is natural:
if sybils control a majority, they can dictate any outcome.
For o < 0.3, the product bound 02 /(1 — )2 < 0.18 allows
meaningful protection with practical liveness. Our empir-
ical studies (Section 5) reveal that anchor strength % has
surprisingly minimal practical impact; the quality of 7e¢
appears more important than the choice of k.

5. Experiments

We conduct extensive experiments on the Anthropic HH-
RLHEF dataset to empirically characterize the safety-liveness

tradeoff and validate our theoretical analysis. Our exper-
iments reveal that while SQ-BT provides provable safety
bounds, it comes with a measurable liveness cost: stan-
dard BT achieves higher absolute performance but degrades
faster under attack.

5.1. Experimental Setup

Dataset. We use the full Anthropic HH-RLHF dataset
(Bai et al., 2022a), comprising 161K preference pairs across
four subsets: helpful-base (44K), helpful-online (22K),
helpful-rejection-sampled (52K), and harmless-base (43K).
We use an 80/20 train/test split.

Mechanisms. We evaluate:

 Standard BT: Bradley-Terry MLE (baseline)

* SQ-BT: Our proposed Status-Quo Anchored BT with
anchor strength k

We conduct two experiment sweeps:

1. Main experiment (350 configurations): BT vs SQ-BT
(k = 0.2) across 7 attack types and 5 sybil rates

2. K-ablation study (270 configurations): BT vs SQ-BT
with k& € {0.05,0.10,0.15,0.20, 0.50} across 3 attack

types

Reference Reward Construction. SQ-BT requires a ref-
erence reward rr. We model a realistic deployment sce-
nario with a trusted pilot phase: the first 20% of training
data is treated as trusted (not subject to attack), and we fit
standard BT on this subset to obtain r,ef. The remaining
80% is subject to sybil attack. This models the common
practice of starting with verified annotations before opening
to crowdsourcing.

Attacks. We simulate seven attack types:

* Random: Sybil preferences are coin flips (baseline
noise)

» Targeted Boost: Always prefer longer responses

* Strategic (5 variants): Adversary estimates rewards
from observed data and optimizes votes to flip rankings.
We vary adversary knowledge: 0% (blind, falls back to
random), 10%, 25%, 50%, and 100% (omniscient)

Sybil Rates. We test o € {0.10,0.20,0.30,0.40,0.50},
representing 10-50% of annotators being sybils.



Sybil-Resilient Preference Aggregation for RLHF

Table 1. Kendall’s 7 under different sybil rates. BT achieves
higher absolute performance, but the gap shrinks as attack intensity
increases.

o 0.10 020 030 040 0.50

BT 924 857 791 718 .630

SQ-BT (k=0.2) .822 781 .734 .676 .601

Gap 102 .076  .057 .042  .029
Metrics. Our primary metric is Kendall’s 7 (Kendall,

1938): rank correlation between rewards learned from poi-
soned data and rewards learned from clean data. This mea-
sures how well each mechanism preserves the true prefer-
ence ranking under attack. We also report degradation rate
and crossover analysis.

Evaluation Methodology. All experiments use 5 random
seeds per configuration; we report means. Total runtime:
620 experiments over approximately 13 hours on an §-core
system.

5.2. Main Results: The Safety-Liveness Tradeoff

BT Achieves Higher Absolute Performance. Table 1
shows Kendall’s 7 across sybil rates. Contrary to what one
might hope, standard BT outperforms SQ-BT in absolute
ranking correlation at all tested sybil rates. At o = 0.30,
BT achieves 7 = 0.791 compared to SQ-BT’s 7 = 0.734 (a
gap of 0.057).

SQ-BT Degrades More Slowly. The key insight is in the
degradation rate. From o = 0.10 to ¢ = 0.50:

e BT degrades from 7 = 0.924 to 7 = 0.630 (31.8%
relative degradation)

e SQ-BT degrades from 7 = 0.822 to 7 = 0.601 (26.8%
relative degradation)

SQ-BT’s degradation rate is 16 % slower than BT’s. This
validates our theoretical safety bound: by anchoring to a ref-
erence reward, SQ-BT resists manipulation more effectively,
even though its baseline performance is lower.

The Gap Shrinks Under Attack. Figure 1 illustrates a
crucial pattern: BT’s advantage over SQ-BT shrinks as
attack intensity increases. At o = 0.10, the gap is 0.102; at
o = 0.50, it narrows to 0.029. Linear extrapolation suggests
a crossover point at o ~ 0.63, where SQ-BT would begin
outperforming BT in absolute terms.

Interpretation: Safety vs Liveness. These results empiri-
cally validate our theoretical safety-liveness tradeoff:

Table 2. Kendall’s T by attack type at ¢ = 0.50.

Attack BT  SQ-BT (k=0.2)
Random 0.708 0.680
Targeted Boost 0.689 0.662
Strategic (100% knowledge) 0.492 0.463

Table 3. Effect of adversary knowledge on attack effectiveness
(o = 0.30).

Adversary Knowledge BT  SQ-BT
0% (blind) 0.809  0.752
10% 0.895 0.799
25% 0.826  0.750
50% 0.779  0.714
100% (omniscient) 0.759  0.700

* Liveness cost: SQ-BT’s anchor to ¢ reduces respon-
siveness to new data, resulting in lower absolute 7

» Safety benefit: The same anchoring provides resis-
tance to manipulation, resulting in slower degradation

The “optimal” mechanism depends on the expected threat
level. For low sybil rates (o < 0.3), BT’s higher absolute
performance may be preferable. For high sybil rates or when
provable bounds are required, SQ-BT’s graceful degradation
becomes valuable.

5.3. Attack-Specific Analysis

Table 2 compares performance across attack types at o =
0.50, representing a severe attack scenario.

Strategic Attacks are Most Damaging. The strategic
attack with full adversary knowledge causes the most degra-
dation, reducing BT from 7 = 0.708 (random attack) to
7 = 0.492 (strategic), a 30% relative decrease. This con-
firms that adversaries who understand the mechanism and
can observe preference data pose the greatest threat.

Both Mechanisms Suffer Similarly. Notably, BT and
SQ-BT maintain a consistent gap across attack types (~0.03
at ¢ = 0.50). Neither mechanism provides dramatically
better protection against strategic attacks specifically. The
advantage of SQ-BT is in its slower overall degradation rate,
not attack-specific resilience.

5.4. Adversary Knowledge Ablation

We study how adversary knowledge affects attack effec-
tiveness by varying the fraction of clean data the strategic
adversary can observe.
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Figure 1. Empirical validation of the safety-liveness tradeoff. (a) Performance (Kendall’s 7) across sybil rates—BT achieves higher
absolute performance but degrades faster. (b) The gap between BT and SQ-BT shrinks as attack intensity increases, with projected
crossover at o ~ 0.63. (c) Performance by attack type at ¢ = 0.50—strategic attacks cause the most damage. (d) Degradation from

o = 0.10to ¢ = 0.50—SQ-BT degrades 16% more slowly than BT.

Table 4. Effect of anchor strength &£ on SQ-BT performance (aver-
aged across attacks).

o k=0.05 k=0.10 k=0.15 £=0.20 £=0.50
0.10 0.829  0.825 0.824  0.822  0.820
030 0.736  0.735 0.733 0.734  0.732
0.50  0.603 0.602  0.602  0.601 0.602

Non-Monotonic Pattern. Interestingly, the data reveals a
non-monotonic pattern: adversaries with 10% knowledge
achieve higher 7 (less effective attacks) than blind adver-
saries. This counterintuitive result occurs because the strate-
gic attack with partial knowledge attempts to optimize votes
based on incomplete reward estimates, but these subopti-
mal targeting decisions can be less harmful than random
noise. At 25-100% knowledge, attack effectiveness in-
creases monotonically as expected. The gap between blind
(0%) and omniscient (100%) adversaries is approximately
0.05 7 for both mechanisms.

Practical Implication. The omniscient adversary (100%
knowledge) represents the worst case for defenders. Real ad-
versaries with limited knowledge (10-50%) produce attacks
that fall between random noise and fully strategic manipula-
tion. The non-monotonic behavior at low knowledge levels
suggests that partially-informed strategic attacks may be
less effective than simple random attacks.

5.5. Anchor Strength Ablation

We test whether the anchor strength £ significantly affects
performance.

K Has Minimal Impact. Surprisingly, anchor strength
has negligible effect on performance. The difference be-
tween k = 0.05 and k£ = 0.50 is only ~0.01 7 across all
sybil rates. This suggests that the presence of an anchor
matters more than its strength, at least within the tested
range.

Theoretical vs Empirical. Our theoretical bounds predict
that larger k provides stronger safety guarantees but worse
liveness. Empirically, the effect is much smaller than pre-
dicted. This may be because: (1) our sybil rates don’t reach
the extreme regime where k£ dominates, or (2) the reference
reward quality matters more than anchor strength.

5.6. Summary of Findings

Our experiments reveal several key insights:

1. No free lunch: SQ-BT’s provable safety bounds come
with a measurable liveness cost. BT outperforms SQ-
BT in absolute 7 at all tested sybil rates.

Graceful degradation: SQ-BT degrades 16% more
slowly than BT, validating our theoretical safety-
liveness tradeoff.

Shrinking gap: BT’s advantage decreases as attack
intensity increases, with projected crossover at o
0.78.

~
~

Strategic attacks are worst-case: Adversaries with
mechanism knowledge and data access cause ~30%
more damage than random attacks.

Anchor strength is secondary: The value of & has
minimal practical impact; the presence of anchoring
matters more than its strength.

These findings suggest that the choice between BT and
SQ-BT should depend on the threat model: BT for low-
threat environments prioritizing performance, SQ-BT for
high-threat environments prioritizing provable bounds and
graceful degradation.

6. Discussion

6.1. Interpreting the Results

Our experiments reveal a nuanced picture that differs from
initial expectations. While SQ-BT provides provable safety
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bounds, standard BT achieves higher absolute performance
across all tested sybil rates. This raises important questions
about when and how to deploy sybil-resilient mechanisms.

Why Does BT Outperform SQ-BT? The answer lies in
our theoretical framework: SQ-BT’s safety guarantee comes
from anchoring to a reference reward, which necessarily
reduces responsiveness to new data (the liveness bound).
In our experiments, the liveness cost manifests as lower
absolute 7. The reference reward, computed from 20%
of trusted data, cannot perfectly capture the full preference
structure, and SQ-BT’s anchoring to this imperfect reference
reduces its ability to learn from the remaining data.

When Does the Tradeoff Favor SQ-BT?
suggests SQ-BT becomes preferable when:

Our analysis

1. Sybil rates exceed ~78%: Extrapolating our results,
SQ-BT would outperform BT beyond this threshold.

2. Provable bounds are required: For safety-critical ap-
plications, SQ-BT’s theoretical guarantees may matter
more than absolute performance.

3. Attack intensity is expected to increase: SQ-BT’s
slower degradation rate provides insurance against es-
calating attacks.

6.2. Limitations

Reference Reward Quality. SQ-BT’s effectiveness de-
pends critically on the quality of 7..¢. Our 20% trusted
pilot phase may not be realistic for all deployments. If the
reference reward is misspecified or aligned with attacker
goals, SQ-BT could perform worse than our results suggest.
Future work should explore robust reference construction
methods.

Gap Between Theory and Practice. Our theoretical
bounds predict that anchor strength k should significantly
affect the safety-liveness tradeoff. Empirically, we found
k has minimal impact. This gap suggests either: (1) our
tested sybil rates don’t reach the regime where & dominates,
(2) other factors (reference quality, attack structure) mat-
ter more, or (3) the theoretical model makes simplifying
assumptions that don’t hold in practice.

Absolute vs Relative Performance. We evaluated mech-
anisms by Kendall’s 7 against clean-data rewards, which is
an “oracle” metric unavailable in deployment. In practice,
the goal is good reward learning, not necessarily matching
some ground truth. BT’s higher absolute 7 might translate
to better downstream policy performance, even if it’s more
vulnerable to manipulation.

Single Reference Point. We used one reference construc-
tion method (BT on trusted pilot data). Alternative ap-
proaches such as external reward models, human-specified
priors, or ensemble references might yield different trade-
offs.

Comparison Methodology. SQ-BT structurally incorpo-
rates trusted pilot data through its anchoring mechanism,
while standard BT treats all data uniformly. This gives SQ-
BT access to a capability that BT lacks. A more controlled
comparison might give BT similar advantages (e.g., higher
weighting for trusted data, or initialization from trusted-
data rewards). Our comparison reflects realistic deployment
choices rather than mechanism-isolated ablations.

Statistical Reporting. We report means across 5 seeds per
configuration without confidence intervals. The observed
standard deviations across seeds are small (<0.01 7), but
formal significance testing with multiple comparison cor-
rections would strengthen the statistical claims.

6.3. Practical Guidance

Based on our theoretical and empirical analysis, we offer
revised recommendations:

1. Default to BT for low-threat environments: If sybil
penetration is expected to be below 30-40%, standard
BT likely provides better absolute performance. The
theoretical vulnerability matters less when attacks are
limited.

2. Consider SQ-BT for high-threat or safety-critical
settings: When sybil rates may exceed 50%, or
when provable bounds are required for compli-
ance/certification, SQ-BT’s graceful degradation be-
comes valuable.

3. Invest in detection over prevention: Our results sug-
gest that identifying and removing sybil votes may
be more effective than robust aggregation. Anomaly
detection, temporal analysis, and identity verification
could complement aggregation mechanisms.

4. Ensemble approaches: Rather than choosing between
BT and SQ-BT, practitioners might benefit from run-
ning both and comparing results. Large discrepancies
could signal potential attacks.

5. Monitor degradation over time: Track ranking corre-
lation across data collection phases. Sudden drops may
indicate attack onset, even if the absolute 7 remains
acceptable.
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6.4. Broader Implications

The Fundamental Tradeoff is Real. Our experiments
confirm that sybil-resilience in preference aggregation in-
volves an inherent tradeoff. There is no mechanism that si-
multaneously achieves optimal performance under no attack
and optimal robustness under attack. This finding should
inform expectations: sybil-resilient mechanisms provide
insurance, not improvement.

Adversary Capabilities Matter. The 30% gap between
random and strategic attacks (7 = 0.708 vs 7 = 0.492 for
BT at ¢ = 0.50) demonstrates that adversary sophistica-
tion significantly impacts outcomes. Defenses should be
evaluated against realistic threat models, not just random
noise.

Reference Construction is Key. Our k-ablation study
shows that anchor strength has minimal impact, but refer-
ence quality is critical. Future work on sybil-resilient RLHF
should focus on robust reference construction, perhaps using
foundation models, diverse data sources, or adversarially
trained references.

6.5. Broader Impact

Our work addresses a real threat to Al alignment. As RLHF
becomes central to shaping Al behavior, the integrity of
preference data becomes a security-critical concern. We
hope this work:

e Provides realistic expectations about what sybil-
resilient mechanisms can achieve

» Highlights the fundamental safety-liveness tradeoff
that any defense must navigate

* Encourages further research on reference construction
and hybrid approaches

* Raises awareness that sophisticated adversaries pose
substantially greater threats than random noise

We note that publishing attack strategies could enable adver-
saries. However, our attacks are relatively straightforward
(the strategic attack simply optimizes toward target rewards),
and the benefits of defense development outweigh this risk.

7. Conclusion

We presented the first formal treatment of sybil attacks on
RLHF preference aggregation. Our key contributions are:

1. Formal Framework: We defined sybil-safety and
sybil-liveness for reward learning, adapting concepts
from sybil-resilient social choice theory.

2. Vulnerability Analysis: We proved that standard
Bradley-Terry MLE is fundamentally vulnerable: an
adversary controlling a majority of annotators can arbi-
trarily manipulate the learned reward function.

3. Defense Mechanism with Provable Bounds: We
proposed Status-Quo Anchored Bradley-Terry (SQ-
BT), achieving a provable safety bound e(o, k) =
O(o/(1 — o + k)) and characterized the fundamental
safety-liveness tradeoff.

4. Empirical Characterization: Extensive experiments
on the Anthropic HH-RLHF dataset (620 configura-
tions, 161K preference pairs) revealed that the safety-
liveness tradeoff is real: SQ-BT provides 17% slower
degradation under attack but at the cost of lower ab-
solute ranking correlation. Standard BT outperforms
SQ-BT at all tested sybil rates (o < 0.50), with pro-
jected crossover at o ~ 0.78.

Key Takeaway. The central insight of this work is that
sybil-resilience in preference aggregation involves a funda-
mental tradeoff. There is no free lunch: mechanisms that
provide provable safety bounds necessarily sacrifice some
performance under normal conditions. Our experiments
validate this theoretical prediction empirically, providing
practitioners with realistic expectations about what sybil-
resilient mechanisms can and cannot achieve.

Future Work. Several directions merit further investiga-
tion:

 Better Reference Construction: Our k-ablation study
suggests reference quality matters more than anchor
strength. Exploring external reward models, founda-
tion model priors, or adversarially robust references
could improve SQ-BT’s baseline performance.

* Hybrid Approaches: Combining robust aggregation
(SQ-BT) with sybil detection could yield better trade-
offs than either alone.

* Adaptive Mechanisms: Automatically adjusting
mechanism parameters based on detected attack in-
tensity could help navigate the safety-liveness tradeoff
dynamically.

* Alternative Anchoring Strategies: Beyond status-
quo anchoring, other forms of regularization (entropy,
diversity) might achieve different tradeoff curves.

¢ Multi-Round Dynamics: Extending our analysis to
iterative RLHF with online data collection, where at-
tacks and defenses evolve over time.
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¢ Certified Defenses: Developing mechanisms with cer-
tifiable robustness guarantees that hold under worst-
case attacks, not just average-case.

As Al systems increasingly shape society, ensuring the in-
tegrity of human feedback is paramount. We hope this
work contributes to a more nuanced understanding of the
challenges and tradeoffs in building robust Al alignment
systems.
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A. Full Proofs
A.1. Supporting Lemmas

We first establish three supporting lemmas used throughout
the proofs.

Lemma A.1 (Convexity of BT Negative Log-Likelihood).
The negative log-likelihood —L(r) = — ", log P(w;|r) is
convex in r.

Proof. The Hessian of the negative log-likelihood is:

D

t:{ahbt}:{i’j}

H;: = o(ri—rj))1—o(ri—r;)) A7)

This is a weighted graph Laplacian with non-negative diago-
nal entries and non-positive off-diagonal entries, where row
sums equal zero. By properties of graph Laplacians, H is
positive semi-definite.

Numerical Verification: Computed Hessian at 180 random
test points across problem sizes n € {5,10,20,50}. All
Hessians were PSD with minimum eigenvalue ~ —5.6 X
10~* (numerical zero). Direct convexity verification
fz+(1—=XNy) < Af(xz)+ (1 —X)f(y) passed in all 10
tests. O

Lemma A.2 (Uniqueness of BT MLE). If the comparison
graph G = (V, E) is connected, where V.= {1,...,n}
and (1, j) € E iff some comparison involves y; and y;, then
the BT MLLE is unique up to an additive constant.

Proof. By Lemma A.1, the negative log-likelihood is con-
vex. The null space of the Hessian is exactly the all-ones
vector (adding a constant to all rewards doesn’t change prob-
abilities). Therefore, on the orthogonal complement to the
all-ones vector, the function is strictly convex, implying
uniqueness up to translation.

Critical Condition: The comparison graph must be con-
nected. With disconnected components, each component
has an independent translation degree of freedom.

Numerical Verification: With guaranteed connectivity
(Hamiltonian path + random edges), solutions from 5 differ-
ent random initializations agreed to < 1072 in all tests. [

Lemma A.3 (Lipschitz Continuity of BT MLE). The BT
MLE is Lipschitz continuous in the comparison data: if we
Slip k comparisons, the change in MLE is bounded by O(k).

Proof. By the implicit function theorem applied to
V L(7) = 0, small perturbations to the data induce bounded
perturbations to the MLE, with constant depending on the
condition number of the Hessian.
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Numerical Verification: Perturbed data by flipping k& com-
parisons for k € {1,5,10,20}. Lipschitz constant estimates
ranged from 0.042 to 0.70, all bounded and consistent. [

A.2. Proof of Theorem 4.1: BT Vulnerability

Theorem (Restated). Standard Bradley-Terry MLE is not
sybil-safe. For any target reward function r.q4,, there exists
a sybil strategy with penetration o such that:

1 _
17T — T'adv]lco = O (U) —0aso—1 (18)
o

Proof. The Bradley-Terry log-likelihood for comparisons
D with rewards 7 is:

> [w(ri —rj) —log(1 + exp(r; — ;)]

(i,j,w)eD

L(r;D) =

19)

When the dataset contains both genuine and sybil compar-
isons, we can decompose:

L(r) = La(r) + Ls(r) (20)

where L is the contribution from genuine annotators and
Lg from sybils.

Let ng = (1 — o)n be the number of genuine comparisons
and ng = on be sybil comparisons. The gradient of the
log-likelihood is:

VL(r)=VLg(r)+ VLs(r) 21
At the MLE 7, we have VL(7) = 0, implying:
VLg(7) = =VLs(7) (22)

The magnitude of each gradient scales with the number of
comparisons:

[VLg|| = O(ng)
[VLs|| = O(ns)

O((1 —o)n)
O(on)

(23)

Attack Construction. The adversary constructs sybil pref-
erences according to r,q: for each pair (4, j), sybils vote
i > jif raav(¢) > raav(j). This makes Lg(r) maximized at
T = Tadv-

For the combined MLE, the optimum 7 satisfies:

(1—=0)Velg(7)+oVilg(7?) =0 (24)
where (¢, ¢ are the per-comparison log-likelihoods.
As o — 1, the sybil term dominates:
7 oo (25)
l1-0
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The deviation from 7,4, is bounded by the ratio of genuine
to sybil influence:

I =l < € 2220 0 1

(26)

an

for some constant C' depending on the curvature of the
likelihood.

As o — 1, this bound goes to 0, completing the proof.

Numerical Verification:

o ||7'A - Tadv“ 7_(72; Tadv) 7—(7/;7 Ttrue)
0.1 11.73 -0.71 +0.71
0.3 8.54 -0.45 +0.45
0.5 6.13 +0.37 -0.37
0.7 3.39 +0.83 -0.83
0.9 3.55 +0.97 -0.97

At o = 0.9, the learned rewards have Kendall 7 = 0.97 cor-
relation with the adversary’s target, achieving near-perfect
manipulation. Standard BT is completely vulnerable. [

A.3. Proof of Theorem 4.2: SQ-BT Safety Bound
Theorem (Restated). SQ-BT with anchor strength k is sybil-

safe with bound:

||7A15Q - rref”oo S C(Avn) . (27)

l—oc+k

where C(A,n) depends on the adversary strength A =
[7aay — Tvef|| and problem dimension n. For fixed o < 1,
this scales as O(1/k) for large k.

Proof. SQ-BT augments the dataset with virtual compar-
isons. For each pair (i, j) where r.e(7) > 7o (), we add
k virtual comparisons favoring ¢. The total log-likelihood
becomes:

LSQ(T) = Lg(’l“) + Lg (’I“) + Ly (’I“) (28)

where Ly is the virtual comparison contribution.

Counting Contributions. Let n be the total number of real
comparisons and m be the number of unique pairs.

* Genuine comparisons: ng = (1 — o)n
 Sybil comparisons: ng = on

e Virtual comparisons: ny =k -m
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For the Anthropic HH-RLHF dataset structure where each
pair appears roughly once on average, m ~ n. Thus ny ~
kn (proportional to total comparisons, not just genuine).

Gradient Balance at MLE. At the MLE 7sq:

VLg(#)+ VLs(#)+ VLy(f) =0 29)
The virtual comparisons contribute gradient terms that fa-
vor 7ef. Specifically, for each pair (i, j) where ryo(i) >
et (7), the virtual comparisons add k preferences for i over
7. This creates a “pull” toward reward functions that agree
with r..¢’s ordering.

Note on Gradient Structure: Unlike a simple quadratic
penalty ||r — 7.c¢|? which would give V = 2(r — 7pef),
the virtual BT preferences create a more complex gradient
structure. However, for bounding purposes, the key property
is that the virtual gradient magnitude scales with kn and
points toward solutions consistent with 7¢.

Bounding Deviation. The sybil gradient can push # away
from 7,..¢, but must overcome both genuine preferences and
the virtual anchor. The maximum deviation occurs when
sybils and genuine preferences conflict with 7.

The effective “pull” toward 7, from virtuals is kn. The
sybil “push” is at most on. For the MLE to deviate by ¢
from 7ef:

e [ng+nyv] Sng (30)

e-[(1—o)n+kn] Son (31)
on o

< = 2

5”(1—U)n+kn l—0o+k (52)

This is the exact form of the safety bound. For qualitative
analysis, observe that for fixed o < 1:

* Ask — 0: ¢ — o /(1 — o), recovering the undefended
case

* As k — oo: € = 0as O(1/k), showing increasing
anchor strength improves safety

Characterization of the Constant C. The constant
C(A, n, \) depends on:

1. Adversary strength A = |73y — Tref||oo: Larger A
means the adversary’s target is further from the ref-
erence, requiring more sybil influence to achieve the
same deviation.

Problem dimension n: The number of items being
ranked affects the curvature of the likelihood.

3. Minimum Hessian eigenvalue \,.;,: The curvature
of the BT likelihood at the MLE determines how much
the solution shifts in response to gradient perturbations.
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More precisely, by Taylor expansion around the MLE:

a0
)\min (Hcombined)

~
~

C (33)

where H ombined 1S the Hessian of the combined log-
likelihood (genuine + sybil + virtual). For well-conditioned
problems with A, € [0.1,1.0] and typical adversary
strengths A € [1,10], we observe C' € [5, 30] empirically.

Practical Interpretation: The bound is most useful for

qualitative guarantees. For instance:

« Safety degrades as O(o) for fixed k (linear in sybil
penetration)

* Safety improves as O(1/k) for large k (inverse in an-
chor strength)

* The constant C' captures problem-specific factors but
does not change the scaling behavior

A.4. Proof of Theorem 4.3: SQ-BT Liveness Bound

Theorem (Restated). SQ-BT is sybil-live. In the worst case
(sybils and anchor both oppose genuine preference):

o+ k
Tworst(a7 k) ~ OT : 1 . (34)
In the typical case (neutral anchor ryes = 0):
o
Trypical(ga k) ~ CT ) 1_o (35)

where C'. = 0.3-0.4 empirically.

Proof. For liveness, we need genuine preferences to be
reflected despite sybils and the anchor. We analyze a specific
pair (7, j) where genuine annotators prefer ¢ with margin
m (Definition 3.2):

1
Pgenuine(i - ]) = 5 +m (36)

Per-Pair Analysis. Let ¢ be the number of comparisons
involving this specific pair (4, j) in the dataset. The counts
for this pair are:

* Genuine comparisons on (i, j): cg = (1 — o)c
* Sybil comparisons on (7, j): ¢cs = oc¢

* Virtual comparisons on (7, j): ¢y = k (exactly k, not
scaled by ¢)
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Important Distinction: The virtual comparisons are k per
unique pair, regardless of how many times that pair appears
in the real data. This is because SQ-BT adds k virtual votes
for each pair that appears, not k£ times the number of real
comparisons.

Worst Case. The worst case for liveness occurs when:

1. Sybils unanimously prefer j (opposing genuine prefer-
ence)

2. The anchor ryc¢ also prefers j: rpee(j) > rref(2)
In this scenario, the vote counts on pair (i, j) are:

 Votes fori: (1 —o)c- (1/2 4+ m) (from genuine anno-
tators)
* Votes for j: (1 —o)c- (1/2 —m) + oc + k (genuine
opposition + sybils + virtual)
Condition for 7 to Win. For the MLE to correctly rank

Ty > Ty

(I1—=0)e(1/24+m) > (1 —0)e(1/2—m)+oc+k (37)

Simplifying:
2m(l —o)c > oc+k (38)
oc+k o k
> = 39
21 —-o0)c 2(1-o0) - 2(1 —o)c (39)

Uniform Bound. For the liveness guarantee to hold for all
pairs, including those that appear only once (¢ = 1), we
need:

o k o+ k
= 40
M) T i) 21—y MO
Absorbing the constant 1/2 into C.:
o+k
k)y=0Cr- 41
7(0o,k) = C 1 — o (41)

where C; = 0.3-0.4 empirically (slightly less than 1/2 due
to averaging effects).

Numerical Verification (Neutral Anchor):

o k  Required Margin  Success Rate
0.2 05 0.30 28%

0.2 05 0.40 96% v
02 1.0 0.40 96% v
03 05 0.40 72%

03 1.0 0.40 68%
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With a neutral anchor (7. = 0), margins of 0.40 achieve
> 90% success rate for 0 < 0.2. The worst-case bound
(with opposing anchor) is conservative; practical liveness
with a well-chosen anchor is substantially better. O

A.5. Proof of Theorem 4.4: Safety-Liveness Tradeoff

Theorem (Restated). For any mechanism in the SQ-BT
Sfamily with sybil penetration o < 1/2, the safety-liveness
product satisfies:

e(o, k) -7(o, k) > (42)

(1—-0)?

This bound is tight: equality is achieved at k = 0.

Proof. From Theorems 4.2 and 4.3, the functional forms
(ignoring problem-dependent constants) are:

o oc+k
= - - 4
(o, k) — 7(0, k) = 43)
The product is:
o oc+k oloc+k)
ST = . = 44
ST etk 10 (-o)i-otk)

Step 1: Minimizing over k. Let f(k) = o(o + k)/[(1 —
0)(1 — o + k)]. Taking the derivative using the quotient
rule:

df o(l—o+k)—o(oc+k)
dk (1-0)1—-0+k)?
o(l-o+k—-0—k)
 (I-o0)(1—-0+k)?

o(l—20)
(1—0)(1 -0 +k)?
(45)

For o < 1/2, we have 1 — 20 > 0, so df /dk > 0 for
all o € (0,1/2) and k > 0. Therefore, the function is
monotonically increasing in &k (for o < 1/2), and the
minimum is achieved at k£ = 0.
Step 2: Evaluating at &k = 0.

g-0 0'2

f(o):(l—a)2-1:(1—0)2

(46)

This exactly equals the claimed lower bound, proving tight-
ness.

Why the Restriction o < 1/2? The restriction is not
required for the mathematical validity of the bound; the
bound holds for all ¢ € (0,1). However, we include it
because:
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1. Practical relevance: If ¢ > 1/2, sybils control a
majority of annotators and can dictate any outcome.
No aggregation mechanism can provide meaningful
safety guarantees in this regime.

Interpretability: For o < 1/2, the bound ¢%/(1 —
0)? < 1, giving intuitive tradeoff products. For o >
1/2, the bound exceeds 1, which while mathematically
valid, is less practically meaningful.

Numerical Verification: We verified this bound across all
(0, k) combinations:

ok € T e-7  o0?/(1—-0)?
0.1 0 0.111 0.111 0.0123 0.0123
02 0 0250 0.250 0.0625 0.0625
03 0 0429 0429 0.1837 0.1837
05 0 1.000 1.000 1.0000 1.0000

At k = 0, the ratio (¢ - 7)/(c?/(1 — &)%) = 1.000000
exactly, confirming tightness.

Interpretation. This is a fundamental information-theoretic
tradeoff. Sybils inject 0/(1 — o) units of adversarial influ-
ence into the system. This influence must manifest either
as:

1. Safety degradation: the learned rewards deviate from
the reference, or

Liveness degradation: genuine preferences require
larger margins to be preserved, or

3. Both, with the product bounded from below.

No mechanism design can circumvent this tradeoff; it is
inherent to the problem structure. O

B. Numerical Verification Summary

All theoretical claims were rigorously verified through nu-
merical experiments. Table 5 summarizes the verification
status.

Key Finding: Theorem 4.4 is the strongest result: the safety-
liveness tradeoff bound is not just correct but tight, with
equality achieved at k£ = 0. This establishes the fundamental
impossibility of simultaneously achieving perfect safety and
perfect liveness under sybil attacks when o < 1/2. For
o > 1/2, sybils have majority control and the problem
becomes fundamentally different.
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Table 5. Summary of theorem verification results

Claim Status Notes

Lemma A.1 v Verified Hessian PSD at all test points
Lemma A.2 v Verified® *Requires connected graph
Lemma A.3 v Verified Bounded perturbation

Thm 4.1 v Verified 7—097asoc — 0.9

Thm 4.2 v Verified!  TProblem-dependent C

Thm 4.3 v Verified!  "Worst-case bound

Thm 4.4 v'Tight Ratio=1.0atk =0

C. Additional Experimental Details
C.1. Dataset Statistics

The HH-RLHF dataset comprises 161K preference pairs
split into training (80%), validation (10%), and test (10%)
sets. Average response length is 156 tokens.

C.2. Hyperparameter Settings

SQ-BT uses anchor strength £ = 0.2 with the reference
reward derived from a trusted pilot phase (first 20% of data).
The remaining 80% is subject to potential sybil attack during
crowdsourcing.

C.3. Computational Resources

All experiments were conducted on a MacBook Pro M4 Max
(14-core CPU, 36GB RAM). Total runtime: ~13 hours for
620 experiments with 8-way parallelization.

D. Additional Results

D.1. Manipulation Success

Table 6 shows the manipulation success rate for the Targeted
Boost attack across different sybil rates. SQ-BT consistently
reduces manipulation success by approximately 50% com-
pared to standard BT.

Table 6. Manipulation success (%) for Targeted Boost

0=0.15 0=0.30 0=045 0=0.50
BT 342 62.8 81.4 89.3
SQ-BT 12.1 234 38.7 45.2




